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1. What is FTP

The File Transfer Protocol (FTP) is a standard network protocol used for transfer computer
files from one host to another host over a TCP-based network, such as the Internet. FTP is
built on a client-server architecture and uses separate control and data connections

between the client and the server.
2. How to Use FTP on Milesight Camera

In order to use the FTP on the camera, we need to use the FTP server. (FTP server provides
services based on FTP protocol. When it is running, users can connect to the server to
download files, also can upload files to the FTP server.)

The following takes Serv-U software for example.

Stepl: Download and install the Serv-U software.

Step2: Start the Serv-U software.

&) Managing (Sarver)J () Logged in: (Local Adm)J @ teb

r—

m_ Server Details
“==.  *Configure server IP access rules.
* Configure Serv-U Gateway.
= Setup database access settings for global accounis and groups.
* Create, modify, and delete server events.
* View information about and configure your license.
* View information about the installation.

ﬂ Domain Details
* Edit the domain name and description.

* Configure the domain’s listeners.
* Maintain virtual host names.
- Configure domain IP access rules.
+ Setup database access seftings for domain accounts and groups.
« Create, modify, and delete domain events.

Global Users

» Create, modify, and delete global user accounts.
« Create, modify, and delete global user accounts stored in a database.

é
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Users

* Create, modify, and delete user accounts.

* Create, modify, and delete user accounts stored in a database.
* Configure Windows Authentication settings.

* Configure LDAP Authentication seftings.

é

Global Groups

* Create, modify, and delete global user groups.
* Create, modify, and delete global user groups stored in a database.
Groups
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Global Directories
" = Configure directory access rights for all users in the server.
* Create and maintain virtual paths to give access to locations outside the
home directory.

* Create, modify, and delete user groups.

= Create, modify, and delete user groups stored in a database.
* Create, modify, and delete Windows user groups.

* Create, modify, and delete LDAP user groups.

Directories
L Configure directory access rights for all users in the domain.
= Create and maintain virtual paths to give access to locations outside the
home directory.

Limits & Settings

* Create and maintain limits that apply to the domain

* Maintain domain settings, anti-hammer, password recovery, and custom
logo.

* Configure advanced FTP command settings and behaviors for the
domain.

= Create and specify SSL and SSH certificates and configure encryption
settings.

* Maintain custom HTML settings.

* Configure file sharing.
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Server Limits & Settings

* Create and maintain limits that apply to the server.
* Maintain server settings, anti-hammer, password recovery, and custom

logo.

* Configure advanced FTP command settings and behaviors for the entire
server.

* Create and specify SSL and SSH certificates and configure encryption
seftings.

* Maintain custom HTML seftings.

* Configure file sharing.

Server Activity
* View currently connected users.
* View server session and transfer statistics.
* View user and group statistics.
* View the server log

Server Up Time: 0 day(s), 00:01:32 Sessions: 0 current; 0 past 24 hrs; 0 total

Up: 0 Bytes; Down: 0 Bytes Domains: 1 of 1 online

Figure 1
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Step3: Click “Domain Details”, input “Name” and “Domain Home Directory”.

@) Managing domain: (zax)| () Logged in: (Local Admin)| @) Help

@ | | Domain Details - DEfines the basic information about the selected domain, how the domain listens for incoming connections, and the IP access rules that govern who
w main.

Settings |Listeners | Virtual Hosts | 1P Access [D | Events |

@; Make changes to the domain name and description, press the Save button to save the changes.

[ Domain Information Domain Home Directory
ohmpre Domain Home Directory:
[ Zqx fE: ﬁ
- ME (blank for no fimit)
MNOTE: Setting a maximum domain home directory size forces
Serv-U to check the existing files and sub folders prior to and
during uploads. This can be a very lengthy operation depending
o on the existing directory structure.
Enable domain

: [ navigation | @ FTPVoyager 1v | @) Web Client | () Change Domain | () Theme | @ Logout

Figure 2

Step4: Back to the home page, click on the “Users” to create the user information.

€) Wanaging domain (qu)] () Logged in: (Local Mmh)J @ Heb

& | Users - Cr}ate, modify, and delete user accounts for this domain.

Domain Users |Da13baseUsers | Windows Authentication | LDAP Authentication

&v This list shows the user accounts that are allowed to connect to the active domain. Use this list, and the list buttons, to maintain this domain's users.

General x | [Add ] @ Import. .. ]@ Export. .. ] _______ [m

Login ID Full Name Description Last Login Time Home Directory
& 20

2014/7/10 13:57:43  E:\Test

[ add... |[ Edit... || Defete | | copy... | [ Move... | [1& wizard... | [ £ Template... | 75 Recover Password

 [E Navigation | @ FrPVoyager v | @) Web Client | (B) Change Domsin | () Theme | @) Logout

Figure 3



Stepb5: Click the “Wizard” to create a user, set the user name (figure 4).

T User Wizard - Stap 1 14 ®

§ CTeslS W RETE [0 SCCRRA your M SErver

E:ﬁ Weioome by e Servll eser Booount wizard This wizand heips you guickly

The login I i rovided by the clenl 45 enlity Ser sccount whes sSerping 1o g & B

Figure 4

Step6: Set password.

& UserWizard - Step2 of 4 =

~*®  Welcome to the Serv-U user account wizard. This wizard helps you quickly
create new users to access your file server.

The password can be left blank, however it allows anyone with knowledge of the login ID
o access the account

Password:

1234

[] User must change passward at next login

<sBack | [ MNext>> | [ cancel

Figure 5



Step7: Select the root directory: E:\Test, click “Lock to the root directory”.

& UserWizara -step3are. ®

* Welcome to the Serv-U user account wizard. This wizard helps you quickly
create new users to access your file server.

The home directory is the physical location where the user is placed after successfully
Iogging in to the file server If the user is locked in the home dirsctory, the location of their
home directory is hidden from them by displaying it as 7.

Home Directory:

= st
Lock user in home directory

<ack | [ Mext>> | [ cancel

Figure 6

Step8: Click “Next”, choose “Full Access” and click “Finish”.You can follow the same steps
to create different users.

i e s ==

& UserWizard - Step 4 of 4

=  Welcome to the Serv-U user account wizard, This wizard helps you quickly
‘-& create new users to access your file server.

Select the access rights to be oranted to the user in their home directory. Read Only
aceess allows the user to browse and download files. Full Access grants the user ful
control of files and directories within their home directory.

m

Figure 7



Step9: Back to home page, set “Directory Access Rules”.

@ Serv-U Management Console - Directories

C Direciory Ancass il

P_E(h.
T

I

Read Del

[ write

Append
|_[¥] Rename

[C] Execute & Create

iy

ete List

Rename
[¥] Remove

[Subdirectories
Inherit

| Maximum size of directory contents:
ME (ieave blank for no limit)

Advanced >> |

Figure 8

Full Access
Read Only

Step10: Log in camera web site, enter the FTP information. (figure 9).
Basic Settings >> Network

TCP/IP

1X

HTTP

RTSP UPnP

FTP Server Settings
Server Address
Server Port:
User Name

Password

FTP

VLAN

PPPoE SNMF

(19216851 | | IPAddress
[21 ]
[admin | Info_rmatioh
Registered in
[eeeee ‘ Serv-U
Figure 9
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Step11: You can customize Multilevel Folder in FTP Storage Settings interface, as shown in

Figure 10.

FTP Storage Settings

Storage Path: |[Custom|ze v] |
Multilevel Folder Name: |[ 1a/bb/c | |

Alarm Action File Name: [ Default(YYYY-MM-DD) v

Timing Snapshot File Name: [ Default(YYYY-MM-DD) M

Figure 10

Step12: Click “Test”, you can see the text file in :E:\Test\2018-07-26.
I & [ = | 2018-07-26
P == 2= BB
s v 4 » HEEfE » FHEEES (E) » test » 2018-07-26

| == (4
4 = #*

= 192.168.8.200 »
& = #*
*

=as 2201807260948 test
trouble 49 0 Motion_D

etection 5
trouble BEF S

EMET .23
2SR

#& OneDrive
O WPSEIHS
0 pesim
Poous
B ma
= 85

Figure 11

At this point, it means that FTP server has been built successfully.

3. FTP Application in Alarm

In order to guarantee that video recording files can be uploaded to the FTP serer when the
alarm is triggered, we need to make sure that the FTP server settings are correct.
Stepl: Log in web side: “Advanced Settings”—“Alarm” —““Alarm Action”, check “Upload

Via FTP”. Choose a different file format for videos or photos to be uploaded.
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Alarm Action
; File Format: | AVI v
Save Into SD Card: [FYasia Naall S cad }
: File Format: | AVI v
SRS R (Please mount NAS.)
Upload Via FTP: File Format:

Upload Via SMTP:

Alarm to SIP Phone:

[J File Format: | JPG v

(Please open the SIP.)

& Milesight

HTTP Notification: O

Figure 12

Step2: Set alarm. After the alarm has been triggered, you can see video files in route:
E:\Test\2018\07

& O=lo7
I » HFEEE » MRS (E) » test > 2018 » 07 vo
[ ) » A

$ = * pan pent R yand yand
i Ll 1 . | -

E 4
= Es * 2201807251810 2201807251810 2201807251811 2201807251811 2201807251811 2201807251811

trouble 49 0 Motion D 58 0 Motion D 06_0_Motion D 14 0_Motion D 22 0 Motion D 30_0 Motion D
etection 5 etection 5 etection 5 etection 5 etection 5 etection 5

trouble E#F = = = 2 = =

SME7.23

e

#@ OneDrive
& WPSTI

0 e

B0 HE
B
= B
4=
b EF
B =5

Figure 13

4. Access FTP

Enter the ftp://192.168.8.175, than fill in the user name and password.


ftp://192.168.8.175

- ||:|||E||

& - L]
e . e ——— —
@UvH* b Thelnternet b 1921688175 sz x|\ Search 1921688175

File Edit View Tools Help

Organize « - -
B Desktop £
f [ sz |
& Downleads = Log On As | |
fre
=1 Recent Places
17 Dropbox : Either the server does not allow anonymous logins or the e-mail address was not
accepted.
"
B2 Desktop FTP server: 192,168.8,175
Al Libraries User name: édmin -
5| Documents  |E -
R Password: [TITIT)
d’ Music
[ Pictures After you log on, you can add this server to your Favorites and return to it easily.
Videos & FTP does not encrypt or encode passwords or data before sending them to the
ﬁ"] =T server. To protect the security of your passwords and data, use WebDAY instead.
*d Homegroup
B Fiy i
= Computer [T Log on gnonymously [ save password
9‘ MNetwork
T TR ORI Log On H Cancel
0 0 items \ J
-

Figure 13 Access via FTP

All the files will be listed according to the different dates when they were recorded:

I |» ¥ Thelnternet » 1921688175 » ipnc » - Search ipnc
File Edit View Tools Help
Organize ~

B Desktop

2000-01-01 2014-05-12
& Downloads

" File folder File folder

15l Recent Places
-

£2 Dropbox 2014-05-13 2014-05-14

File folder File folder

B Desktop
4 Libraries 2014-06-13

9 e L rnents R File folder

J’ Music

[&5] Pictures

ol RETE
o Homegroup
A Fly

1M Computer

Figure 14 Access via FTP
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